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Introduction

· As part of the National Project, Tameside MBC have developed a facility to provide secure ‘inter-Authority’ Email.

·  This strand of the project will provide secure Email facilities between partner Authorities, but not in its initial phase, a connection into Secure Central Govt. Intranets.

· The facility is built in a way which provides for portability and flexibility, but the hub will initially be hosted by Tameside MBC.

· The system comprises of a number of servers providing a mail relay and address re-writing using certificate based security for email traffic on the public internet.

· The system enables connectivity by partners who have control of their own Email servers, or who have them provided through a ‘managed service’. There will be no facility for access via ‘Dial-Up’ POP3.

· The system utilizes ‘connectors’ configured for point-to-point IP addressing (via Firewall NATs)

· For performance reasons, mail attachments will be limited initially to 5mb, this will be in addition to any lower limits imposed by existing partner mail servers.

· The system provides for encrypted email traffic across the public internet; security of the emails within partner organisations networks is the responsibility of the partner organisation.

Design

The LGOL-HUB uses a Microsoft Exchange based solution comprising of;

1 x MSExchange 2000 server.

1 x Address Re-writing 2000 server.

2 x MS Active Directory servers providing resilience using Replication.

1 x CA MS Certificate Server.

1 x Backup 2000 server.

1 x Spare 2000 server.

The Exchange server acts as a mail relay using secure ‘connectors’ between the host servers and Partner Email servers.
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Function

The process involved in passing secure email between two participating partner organisations is as follows;

A client within Partner 1 generates an email for the client within Partner 2, appending ‘lgolhub.net’ onto the recipients email address;


Joe.bloggs@partner2.gov.uk
Becomes;


Joe.bloggs@partner2.go.uk.lgolhub.net
The email is routed through partner 1 ‘s mail server encrypting the email and passing it via the connector over the public internet to lgolhub.

The Lgolhub Exchange Server decrypts the incoming email, and passes it to the Address Re-writing server, which re-writes the email header and passes it back to the Exchange server for re-encryption and forwarding to partner 2 ‘s email server via the connector over the public internet.

The email is decrypted on partner 2’s mail server and made available to the receiving mail client.

Pre-requisites

Partners are Local Authority or other organisations which have a valid requirement to communicate by secure Email with Local Authoritys.

The pre-requisites for participation of partners are;

· A mail server under the control of the partner, either directly or by a managed service

· Administrative access to the mail server to create connectors on the mail server, mapped to a private IP address

· Administrative access to the firewall to translate the private IP to a public IP and enable SMTP traffic

· Administrative access to the firewall to disable any ‘fixup’ of extended SMTP headers

· Administrative access to the mail server to install certificates provided by LGOLHUB

Application Procedure

Partner organisations will apply for connection by email to;

lgoladmin@tameside.gov.uk

giving contact details to enable the LGOLHUB administrator to validate the source of the submission, and initiate the connection process.

Connection Methods

This section is intended for any reader who will be implementing a connection to the LGOLHUB secure email service. You should already be aware of the technical aspects of the project and have a general understanding of email technologies and Internet Protocols such as SMTP, HTTP & POP3.

Introduction and background

The LGOLHUB secure email system offers a secure way to exchange email with partner organisations. In order to achieve this, a secure connection from your email system to an Internet connected system provided by the LGOLHUB is required. It is assumed that email on your own network is secure. The process of connecting to the LGOLHUB secure email system is to ensure that the data sent from your email system to the LGOLHUB external hub across the internet is encrypted. This is achieved by using a secure TLS (transport layer security) connection. TLS version 1.0 is an RFC standard and is derived from SSL version 3.0. It allows an SSL connection to be established on the same port as the SMTP connection (TCP port 25 for SMTP).

In order to support this type of connection several requirements must be met as described in the following sections.

You can connect to the system using any email system that supports TLS. Below are detailed instructions on three different systems, each follow the same basic steps but differ in implementation.

Which method should I use?

The first question to answer in order to make this decision is how do I currently send internet email? 

1. Directly connected email server, for example an Exchange Server connected directly to the internet or behind a firewall.

2. All mail is forwarded to an SMTP relay inside the firewall.

3. Using Windows 2000 server as an SMTP relay.

In case 1 the easiest method requiring least configuration is to connect directly to the LGOLHUB secure email system following the instructions below. Instructions are given for Exchange server 5.5 and Exchange Server 2000. For other email systems please contact the LGOLHUB secure email administrator.

In case 2 providing the SMTP relay product in use supports TLS the Windows 2000 instructions can be used as a reference along with the manufacturers’ documentation. The LGOLHUB secure email administrator will be able to help on a best efforts basis but may not be familiar with your product.

In case 3 you either already use Windows 2000 as an SMTP relay or do not wish to put your email servers on the internet and wish to use Windows 2000 as a relay.

In each of the above cases you will need to request a certificate from the Certification Authority on the External Hub of the Secure Email. You must inform the Secure Email Administrator that you are requesting a certificate prior to the request so that they can approve it for you. It is advisable to inform the administrator prior to the request so that they can approve the certificate as you request it rather than several days later. The other reason for prior notification is that the certificate server requires a user name and password to gain access to it. The Secure Email administrator can give you the password to allow you to perform the request.

In every case it is your responsibility to ensure that your networks are secure when exposing servers to the Internet.  Suitable precautions must be taken to ensure security of your data such as the implementation of a Firewall product. To discuss security issues please contact the LGOLHUB secure email administrator. 

Using Exchange Server 5.5

Requirements

· Windows NT 4.0 with a minimum of Service Pack 6a and the Security Rollup Package or Windows 2000 Service Pack 3 and any Security Fixes must be installed.

· An Exchange 5.5 server with latest service pack and security releases.

· Internet information services installed on the server before Exchange 5.5 with the latest security fixes.

· Ability to connect directly to an IP address on the internet using SMTP on TCP port 25

· Ability to be connected to directly from the internet by IP address on TCP port 25

· The Exchange Server Service Account must be a member of the Administrators group (or SSL for the IMS will not initialize.)

All Service Packs, Security Fixes and Hotfixes are available from http://www.microsoft.com/downloads/search.asp
Steps to implement

There are two methods of setting a secure connection to the external hub and it depends on whether your Exchange server currently has an Internet Mail Service (IMS) that is used to connect to the Internet or whether this Exchange server is being setup purely to facilitate communication with the external hub. The first step you must take is to request a certificate from the Certificate Authority on the External Hub, this is one of the steps to allow you to communicate with the Secure Email.

Exchange 5.5 on Windows 2000/NT4.0 certificate request steps

1. Locate and start keyring.exe on the Microsoft Exchange server.

2. Locate the Exchange Server icon, and click the appropriate protocol i.e. SMTP. 

3. On the menu, click Key, and then click Create New Key. 

4. Type the appropriate information in the fields. Click OK to save the information to a request file.

NOTE: If you are on Windows 2000 and you are prompted to automatically submit the request to the on-line authority, this will fail. Continue to save the information to a file and then submit the request to the Windows 2000 (CA) Certificate Authority through the Certificate Authority's web site interface http://MachineName/certsrv. If you use a Windows 2000 Enterprise CA you will be prompted for which template to use. You need to use the Web Server template. A stand-alone root CA will not prompt you. Download the certificate from the CA in base64 encoding, not DER encoding. 

5. Then go to http://195.8.168.175/certsrv and select Request a certificate and click on Next, select Advanced Request and click on Next, select "Submit a certificate request using a base64 encoded PKCS#10..." and click on Next.

6. Open the file that was created in the previous steps and paste all the text into the "Base64 Encoded Certificate Request" box (including the -------Begin------ and -------End------ lines) and click on Submit. The next screen will state that you need to wait for approval. Close the browser and contact the LGOLHUB Secure Email administrator to inform them that you have a certificate request pending.

7. Once the certificate has been approved then go back into the web certificate wizard (as per steps 1 and 2) and download the certificate To do this choose to check on a pending certificate request and then follow the steps through to download the certificate using the default options.

8. After you obtain the certificate, start the Key Manager included with Internet Information Server. 

9. Locate the Exchange Server icon, and then click the appropriate protocol i.e. SMTP 

10. On the menu, click Key, and then click Install Key Certificate. 

11. Select the certificate file sent by the certificate vendor. If your are running IIS 4.0, you must specify the server IP address or specify to bind the certificate to "Default." 

12. On the menu, click Servers, and click Commit Changes Now.

The certificate should now be installed on the server.

If you currently have Exchange 5.5 installed on Windows 2000 or Windows NT4.0 with the Exchange Internet Mail Service installed then follow the steps below.

Exchange 5.5 on Windows 2000/NT4.0 with the IMS Installed

1. Open the Microsoft Exchange Administrator program and navigate to the Internet Mail Service (Expand the Organisation Name>Sitename>Configuration> Connections)and have a look at the properties of the object. 

2. On the Connections tab, under Message Delivery click on the E-Mail Domain button.

3. From the Email Domains dialog box click on Add. In the Add Email Domain dialog box under Email Domain type in lgolhub.net and under Delivery select “Forward all messages for this domain to host” and type in the IP address of the Exchange server on the external hub in the following format [xxx.xxx.xxx.xxx] i.e. [195.8.168.173] and click on OK and OK again.

4. Click on the Security tab and click on Add. Under Email Domain type in lgolhub.net and under Outbound Connections tick SASL/SSL security. Remove the tick from SASL/AUTH clear text password authentication but leave SSL Encryption ticked and click on OK.

If you currently have Exchange 5.5 installed on Windows 2000 or Windows NT4.0 and the Exchange Internet Mail Service is not installed then follow the steps below.

Exchange 5.5 on Windows 2000/NT4.0 without the IMS Installed

1. Start the Exchange administrator, click on File>New Other>Internet Mail Service and the dialog box for the Internet Mail Wizard appears, click on Next and Next again. 

2. Select the Microsoft Exchange Server from the drop down box and click on Next. Select No and click on Next, choose to route all mail to a single host and put the IP address of the Exchange Server on the external hub (i.e. the one you are connecting to) in square brackets i.e. [195.8.168.175] and click on Next.

3. Choose "Only mail destined for a particular set of addresses" and click on ok. Then click on OK to the box that appears stating that you need to configure an address space. 

4. Check the email address and click on Next, choose to create or use the administrator mailbox (unless you want to use another mailbox) and click on Next. Type in the service account password and click on Next and then click on Finish.

5. Have a look at the properties of the IMS connection you have just created and on the Address Space tab click on New and choose an SMTP address type and click on OK. Under Email Domain type on *.lgolhub.net and click on OK.

6. Under the Security tab highlight the default domain and click on Edit, under Outbound connections select SASL/SSL Security and deselect SASL/AUTH clear text password authentication and make sure SSL encryption is selected.

Testing procedure

The best test of an email system is to send an email.

· Send an email from an account on your email system to lgolhubping@tameside.gov.uk.lgolhub.net and wait for the response which will be an email welcoming you to the secure email 

· Send an email from an account on your email system to someone at your target organisation. Wait for a response from them which will confirm that you have mailflow.

If you get any errors please use the following steps

· If you receive an NDR (non deliverable report) read the bottom of the error where it will list the server that sent the error, if this is your email server then there may be problems connecting to the LGOLHUB.NET secure email server. From the Exchange 5.5 server run telnet on port 25 and connect to <ip address of lgolhub.net.net exchange server> . Type EHLO and you should see a response containing a list of commands which includes STARTTLS. If this is not the case check you are using the correct ip address.

· If the error is reported from the LGOLHUB server (mail.lgolhub.net) then check the email address you are sending to is valid and has lgolhub.net appended.

· If you receive no NDR and the message appears to have been sent, check the queues on your exchange server, if they are clear please contact the LGOLHUB secure email administrator for assistance.

If you still experience errors please contact the LGOLHUB secure email administrator for assistance.

Sign off and go live

· Check with LGOLHUB that system is tested from the other end. Contact the LGOLHUB secure email administrator to confirm that all configurations have been achieved. The contact details for the LGOLHUB Administrator are support@lgolhub.net.

· Educate users. Let users know that they can send secure email to any participating organisation by appending lgolhub.net to that address e.g. user@partner1.gov.uk should be addressed as user@partner1.gov.uk.lgolhub.net

Using Exchange Server 2000

Requirements

· Windows 2000 Service Pack 3 and any Security Fixes.

· An Exchange 2000 server with latest service pack and security releases.

· Ability to connect directly to an IP address on the internet using SMTP on TCP port 25.

· Ability to be connected to directly from the internet by IP address on TCP port 25.

All Service Packs, Security Fixes and Hotfixes are available from http://www.microsoft.com/downloads/search.asp
Steps to implement

Obtaining a Certificate 

Start the Exchange System Manager. Navigate down to the SMTP Virtual Server that will house the SMTP connection to the Secure Email. (Administrative Groups>Admin Group Name>Server>Servername>Protocols>)

Display the properties of the Default SMTP Virtual Server.

1. On the Access Tab click on Certificate. A "Welcome to the web server certificate wizard" dialog box will appear, click on Next. 

2. Choose "Create a new certificate" and click on Next. Select "Prepare the request now, but send it later". Leave the name as the default i.e. "Default SMTP Virtual Server", set the bit length to 4096 and click on Next. 

3. Under Organisation type in the Organisation Name and under Organisational Unit type in your division or department and click on Next. Type in the DNS name of the server and click on Next. Set Country/Region to GB (United Kingdom) and fill in State/Province and City/Locality and click on Next. Make a note of the filename and location of the file and click on Next and Next again and then Finish.

4. Then go to http://195.8.168.175/certsrv and select Request a certificate and click on Next, select Advanced Request and click on Next, select "Submit a certificate request using a base64 encoded PKCS#10..." and click on Next.

5. Open the file that was created in step 4 (default is c:\certreq.txt) and paste all the text into the "Base64 Encoded Certificate Request" box (including the -------Begin------ and -------End------ lines) and click on Submit. The next screen will state that you need to wait for approval. Close the browser.

6. Once the certificate has been approved then go back into the web certificate wizard (as per steps 1 and 2) and then install the certificate. To do this choose to check on a pending certificate request and then follow the steps through to download the certificate using the default options.

Configuring a connector

Start Exchange System Manager then navigate down to the routing groups (Administrative Groups>Admin Group Name>Routing Groups>Routing Group Name). 

1. Expand the routing group where the connector is to be created and right-click on connectors and then click on New and SMTP Connector. The Properties dialog box for the connector will appear. 

2. Give the connector a name and select the “Forward all mail through this connector to the following smart hosts” and place [195.8.168.173] including the square brackets into the text box below.

3.  Under local bridgeheads click on Add and select the server that will house the connector and click on OK.

4. Select the Advanced Tab and click on Outbound Security and tick the TLS Encryption box and click on OK.

5. Go to Address Space and click on Add then choose SMTP and click on OK. Under email domain type in *.lgolhub.net into Email Domain and click on OK. 

The connector to the Secure Email is now setup and email flow can be tested.

Testing procedure

The best test of an email system is to send an email.

· Send an email from an account on your email system to lgolhubping@tameside.gov.uk.lgolhub.net and wait for the response which will be an email welcoming you to the secure email.

· Send an email from an account on your email system to someone at your target government department. Wait for a response response from them which will confirm that you have mailflow.

· . 

If you get any errors please use the following steps

· If you receive an NDR (non deliverable report) read the bottom of the error where it will list the server that sent the error, if this is your email server then there may be problems connecting to the LGOLHUB.NET secure email server. From the Exchange 2000 server run telnet on port 25 and connect to <ip address of lgolhub.net exchange server> . Type EHLO and you should see a response containing a list of commands which includes STARTTLS. If this is not the case check you are using the correct ip address.

· If the error is reported from the LGOLHUB server (mail.lgolhub.net) then check the email address you are sending to is valid and has lgolhub.net appended.

· If you receive no NDR and the message appears to have been sent, check the queues on your exchange server, if they are clear please contact the LGOLHUB secure email administrator for assistance.

If you still experience errors please contact the LGOLHUB secure email administrator for assistance.

Sign off and go live

· Check with LGOLHUB that system is tested from the other end. Contact the LGOLHUB secure email administrator to confirm that all configurations have been achieved.

· Educate users. Let users know that they can send secure email to any participating organisation by appending lgolhub.net to that address e.g. user@partner1.gov.uk should be addressed as user@partner1.gov.uk.lgolhub.net
Using Windows 2000

Requirements

· A Windows 2000 server with latest service pack and security releases.

· Windows 2000 SMTP service installed.

· Ability to connect directly to an IP address on the internet using SMTP on TCP port 25

· Ability to connect to the internal email system using SMTP on TCP port 25

· Ability to be connected to directly from the internet by IP address on TCP port 25

All Service Packs, Security Fixes and Hotfixes are available from http://www.microsoft.com/downloads/search.asp
Steps to implement

Obtaining a certificate.

1. To request a certificate to use in the secure communication, go into Internet Services Manager and expand the server and have a look at the properties of the Default SMTP Virtual Server.

2. On the Access Tab click on Certificate. A "Welcome to the web server certificate wizard" dialog box will appear, click on Next. 

3. Choose "Create a new certificate" and click on Next. Select "Prepare the request now, but send it later". Leave the name as the default i.e. "Default SMTP Virtual Server", set the bit length to 4096 and click on Next. 

4. Under Organisation type in the Organisation Name and under Organisational Unit type in your division or department and click on Next. Type in the DNS name of the server and click on Next. Set Country/Region to GB (United Kingdom) and fill in State/Province and City/Locality and click on Next. Make a note of the filename and location of the file and click on Next and Next again and then Finish.

5. Then go to http://195.8.168.175/certsrv and select Request a certificate and click on Next, select Advanced Request and click on Next, select "Submit a certificate request using a base64 encoded PKCS#10..." and click on Next.

6. Open the file that was created in step 4 (default is c:\certreq.txt) and paste all the text into the "Base64 Encoded Certificate Request" box (including the -------Begin------ and -------End------ lines) and click on Submit. The next screen will state that you need to wait for approval. Close the browser.

7. Once the certificate has been approved then go back into the web certificate wizard (as per steps 1 and 2) and then install the certificate. To do this choose to check on a pending certificate request and then follow the steps through to download the certificate using the default options.

Setup an SMTP domain in Windows 2000

Start Internet Services Manager and expand the server and then the Default SMTP Virtual Server and then right click on Domains and choose New Domain. The New SMTP Domain Wizard will appear. 

1. Select Remote as the domain type and click on Next.

2. Type in *.lgolhub.net as the domain name and click on Finish.

3. Right click on the domain you have just created and choose properties. 

4. On the General Tab click on Outbound Security and tick the TLS Encryption setting and click on OK.

5. Under Route Domain select the “Forward all mail to smart host” and then type in [195.8.168.175] including the square brackets and then click on OK.

If this Windows 2000 server will only communicate with the Secure Email External Hub and another mail server from your organisation then you can secure the server even further by; 

6. Displaying the properties of the Default SMTP Virtual Server.

7. On the Access tab click on Connection and select “Only the list below”.

8.  Click on Add and enter 195.8.168.173, click OK and OK again. Perform the same steps adding in the internal mail server IP address that will communicate with this server. 

9. Click on Relay and make sure “Only the list below” is selected, click on add and then enter in 195.8.168.173. . Perform the same steps adding in the internal mail server IP address that will communicate with this server. 

This will ensure that only the secure email Exchange server will be permitted to communicate with this server on port 25.

Testing procedure

The best test of an email system is to send an email.

· Send an email from an account on your email system to <admin mailbox with auto reply> and wait for the response which will be an email welcoming you to the secure email.

· Send an email from an account on your email system to someone at your target government department. Wait for a response from them which will confirm that you have mailflow.

If you get any errors please follow the following steps

· If you receive an NDR (non deliverable report) read the bottom of the error where it will list the server that sent the error, if this is your email server then the routing from your email server to your Windows 2000 SMTP server may be at fault.

· If the error is from the Windows 2000 SMTP server then there may be problems connecting to the LGOLHUB.NET secure email server. From the Windows 2000 SMTP server run telnet on port 25 and connect to <ip address of lgolhub.net exchange server> . Type EHLO and you should see a response containing a list of commands which includes STARTTLS. If this is not the case check you are using the correct ip address.

· If the error is reported from the LGOLHUB server (mail.lgolhub.net) then check the email address you are sending to is valid and has lgolhub.net appended.

· If you receive no NDR and the message appears to have been sent, check the queues on your internal server and the Windows 2000 server, if they are clear please contact the LGOLHUB secure email administrator for assistance.

If you still experience errors please contact the LGOLHUB secure email administrator for assistance.

Sign off and go live

· Check with LGOLHUB that system is tested from the other end. Contact the LGOLHUB secure email administrator to confirm that all configurations have been achieved.

· Educate users. Let users know that they can send secure email to any government email address that ends in gsi.gov.uk by appending lgolhub.net to that address e.g. user@partner1.gov.uk should be addressed as user@partner1.gov.uk.lgolhub.net

Firewalls

To ensure that there is no problem with the firewall re-writing SMTP extended headers, disable any ‘fixups’ for the SMTP protocol.

On Cisco firewalls this will involve deleting the following line from the config if it exists;

fixup protocol smtp 25
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